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Searchable Encryption 

• Public-key Encryption with Keyword Search (PEKS) 

• Public-key Encryption with Conjunctive field Keyword search (PECK) 

• Hidden Vector Encryption (HVE) 
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Alice 

Encrypt: 
• Encrypted data 
• PEKS(kw)s 

Search kw: 
• Trapdoor(kw’) 

Test: 
for each file 
     tests PEKS 
(using pairing-based 
cryptography) 

Reply: 
• Encrypted files 

which contains kw’ 

Server gains no knowledge about kw or the 
file content  stored on the Cloud Storage 
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PEKS kw : keyword 



PEKS INDEX 

Search Keyword 
File 1: 
    PEKS(id) 
    PEKS(title) 
    PEKS(author1)   
    PEKS(author2) 
                ⁞ 
File 2: 
    PEKS(id) 
    PEKS(title) 
    PEKS(author)   
    PEKS(keyword1) 
    PEKS(keyword2) 
                ⁞ 

𝑃𝐸𝐾𝑆 = 𝑔𝑟, 𝐻2 𝑡 , 𝑡 = 𝑒 𝐻1 𝐾𝑊 , ℎ𝑟 ,   ℎ = 𝑔𝛼 

𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 = 𝐻1 𝐾𝑊 𝛼 

𝑆𝑒𝑟𝑣𝑒𝑟 𝑡𝑒𝑠𝑡𝑠 𝑒𝑎𝑐ℎ 𝑃𝐸𝐾𝑆  𝑤ℎ𝑒𝑡ℎ𝑒𝑟      𝐻2 𝑒(𝐻1 𝐾𝑊 𝛼 , 𝑔𝑟 = 𝐻2 𝑡  
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Trapdoor(author: Brent Waters) 

Trapdoor(author: Brent Waters) 



• Consider a system containing n documents, each of 
which has at most s keywords 

– Efficiency 
• One keyword search compares at most ns times. 

– Limited search capability 
• Conjunctive searches will leak information. 

– Traceable trapdoor 
• A trapdoor of a specific keyword is fixed. 

Disadvantages of PEKS 
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Searchable Encryption – PECK 
  

Email 
 
 Date: 2012/09/24 
 From: assist@cs.nctu.edu.tw 
 To: cloud@delta.com.tw 
 Subject: Delta 
 
   ------------------------------------ 
   ------------------------------------ 
   ------------------------------------ 
   ------------------------------------ 
   ------------------------------------ 
   ------------------------------------ 
 

date from to subject 

PECK(date, from, to, subject) 

PECK 

Conjunctive equality search for Email: 
 
1. Equality search 

Is Date = 2012/09/24 ? 
 

2. Equality search 
Is From = assist@cs.nctu.edu.tw ? 
 

3. Equality search 
Is Subject = Delta ? 

.. … … 

Trapdoor(1, 2, 4, date, from, subject) 

Trapdoor 

If PECK matches Trapdoor,  
then the encrypted email is our target. 
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Alice 

Encrypt: 
• Encrypted data 
• PECK(W1, … Ws) 

Search  (𝑊𝐼𝑗= Ω𝑗)
𝑡
𝑗=1 : 

• Trapdoor(Ω1, … , Ω𝑡) 

Test: 
for each file 
     tests PECK 
(using pairing-based 
cryptography) 

Reply: 
• Encrypted files which 

contains Ω1, … , Ω𝑡 
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PECK, a variation of PEKS s: # keyword fields 
Wi: the keyword in ith field 

 D. J. Park, K. Kim, and P. J. Lee. (2004) Public Key Encryption with Conjunctive Field Keyword Search 



PECK INDEX 

Search Keyword in PECK 
File 1: 
    PECK( from 
     to 
     date   
   subject 
              ) 
File 2: 
    PECK( from 
     to 
     date   
   subject 
              ) 

𝑃𝐸𝐶𝐾 = 𝑒 𝑟𝐻 𝑊1 , 𝑌1 , … , 𝑒 𝑟𝐻 𝑊𝑠 , 𝑌1 , 𝑟𝑌2, 𝑟𝑃 , 𝑌1 = 𝑠1𝑃, 𝑌2 = 𝑠2𝑃 

𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟 = 𝑇1, 𝑇2, 𝐼1, … , 𝐼𝑡 , 𝑇1 =
𝑠1

𝑠2 + 𝑢
𝐻 Ω1 +⋯+ 𝐻 Ω𝑡 , 𝑇2 = 𝑢 

𝑆𝑒𝑟𝑣𝑒𝑟 𝑡𝑒𝑠𝑡𝑠 𝑒𝑎𝑐ℎ 𝑃𝐸𝐶𝐾  𝑖𝑓           𝑒 𝑟𝐻 𝑊𝐼𝑗 , 𝑌1

𝑡

𝑖=1

= 𝑒 (𝑇1, 𝑟𝑌2 + 𝑇2𝑟𝑃) 
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Trapdoor(1, 4,  
                “assist”, “Delta”) 

Trapdoor(1, 4,  
                “assist”, “Delta”) 



• Consider a system containing n documents, each of 
which has exactly s keyword fields 

• Advantages 

– One keyword search compares n times. 

– Conjunctive searches will leak nothing except the searching 
fields. 

– A random number is added to generate the trapdoor. 

• Disadvantages 

– The keyword fields are predefined and thus fixed. 

– Only the equality search is supported. 

 

PECK – Pros & Cons 
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Hidden Vector Encryption 

To enhance search capability 

D. Boneh and B. Waters. (2007) Conjunctive, Subset, and Range Queries on Encrypted Data 



Searchable Encryption – HVE 
  

Classified Document 
 
 Classification 2 
 Year  2008 
 Author  CWHsieh 
 
 
   ------------------------------------ 
   ------------------------------------ 
   ------------------------------------ 
   ------------------------------------ 
   ------------------------------------ 
   ------------------------------------ 
 

2 2008 CWHsieh 

Hidden Attribute Vector X 

X 

Queries for classified documents: 
 
1. Comparison query 

Is Classification < 3 ? 
 

2. Range query 
2006 < Year ≤ 2012 ? 
 

3. Subset query 
Is author one of  

{    RJChen, 
     CWHsieh, 
     LTTsai         }   ? 

 

Hidden Attribute Vector Y 

Y 

If X matches Y, then the encrypted  
classified document is our target 
document. 
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Suppose there are two attribute vectors: 𝑿, 𝒀 of length ℓ = 5 

⇒ 𝑃𝒀 𝑿 =  
1, 𝑋𝑖 = 𝑌𝑖  𝑓𝑜𝑟 𝑎𝑙𝑙 𝑌𝑖 ≠∗,

0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.                   
 

𝑿 

   1      2      3     4     5 

0 1 4 8 6 

𝒀 * * 4 * * 

Specific values 

* indicate “DON’T CARE”s 

• Predicate function: 𝑃𝒀 𝑿  

12/30 

HVE (1/8) 



Alice 

Encrypt: 
• Encrypted data 
• HVE(X) 

Search 𝑌: 
• Trapdoor(𝑌) 

Test: 
for each file 
     tests if 𝑃𝒀 𝑿 = 1 
(using pairing-based 
cryptography) 

Reply: 
• Decrypted files whose 

HVE 𝑿 satisfies 𝑃𝒀 𝑿 = 1 
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HVE (2/8) X : attribute 



• Comparison with PECK 

• The same as PECK 

– One keyword search compares n times. 

– A random number is added to generate the trapdoor. 

– The keyword fields are predefined and thus fixed. 

– Conjunctive searches will leak nothing except the 
searching fields. 

• Advantages 

– Conjunctive, subset, and range searches are supported. 

• Disadvantages 

– Search process will decrypt the encrypted data 14 

HVE (3/8) 



• Equality(𝑌1) / Conjunctive Equality(𝑌2) 
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𝑿𝟏 

   1      2      3     4     5 

0 1 4 8 6 

𝒀𝟐 0 * * 8 * 

𝑿𝟐 1 3 2 8 5 

𝑿𝟑 0 2 3 8 6 

𝑿𝟒 2 3 1 4 6 

𝒀𝟏 * 3 * * * 

HVE (4/8) 



• Subset 
– Documents are separated into 

categories 
• 1: Art 

• 2: Engineering 

• 3: Financial 

• 4: Humanities 

• 5: Novel 

– Each document belongs to one 
category 

 

– Search documents in “Art” or 
“Humanities” 
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𝑿𝟏 

   1      2      3     4     5 

0 1 0 0 0 

𝒀 * 0 0 * 0 

𝑿𝟐 0 0 1 0 0 

𝑿𝟑 0 0 0 0 1 

𝑿𝟒 1 0 0 0 0 

HVE (5/8) 



• Comparison 
– Documents have an attribute of 

type integer, such as year 
• 1: 2007 

• 2: 2008 

• 3: 2009 

• 4: 2010 

• 5: 2011 

• 6: 2012 

• 7: 2013 

 

– Search documents whose 
𝑦𝑒𝑎𝑟 ≤ 2010 
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HVE (6/8) 

𝑿𝟏 

  1   2   3    4   5   6   7 

𝒀 

𝑿𝟐 

𝑿𝟑 

𝑿𝟒 

0 0 0 0 0 1 1 

0 0 0 1 1 1 1 

0 0 0 0 0 0 1 

0 1 1 1 1 1 1 

* * * 1 * * * 

(2012) 

(2008) 

(2010) 

(2013) 



• Range 
– Documents have an attribute of 

type integer, such as year 
• 1: 2007 

• 2: 2008 

• 3: 2009 

• 4: 2010 

• 5: 2011 

• 6: 2012 

• 7: 2013 

 

– Search documents whose 
2010 ≤ 𝑦𝑒𝑎𝑟 ≤ 2012 

or 2009 < 𝑦𝑒𝑎𝑟 ≤ 2012 
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HVE (7/8) 

𝑿𝟏 

  1   2   3    4   5   6   7 

𝒀 

𝑿𝟐 

𝑿𝟑 

𝑿𝟒 

0 0 0 0 0 1 1 

0 0 0 1 1 1 1 

0 0 0 0 0 0 1 

0 1 1 1 1 1 1 

* * 0 * * 1 * 

(2012) 

(2008) 

(2010) 

(2013) 



• HVE supports 

– Equality search 

– Conjunctive equality search 

– Subset search 

– Comparison search 

– Range search 

 

– Conjunctive of equality, subset, and range searches 
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HVE (8/8) 
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HVE details (1/2) 
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HVE details (2/2) 


