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Public Key Encryption 

Medical Cloud 

Doctor 

Doctor encrypts EMR under Bob’s public key 

Bob decrypts EMR under his private key 

Bob 



 Bob is the single and known recipient of data  

 

• Unknown recipient? 

 

• Many recipients? 

 

• More may join system later? 

 

 

 

Limitations 
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Flexible data sharing: 

 

 

Attribute-Based Encryption [SW05] 

4 

Bob 

Who should have access to my data? 



Idea 
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Ciphertexts: associated with access formulae  

(A∧B)∨C 

Private Keys: associated with attributes  

{A, B} 

Decryption: 

{A, B} 

(A∧B)∨C 

{A, B} satisfies (A∧B)∨C 
  



Example 1: Job Posting 
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Encrypt a job posting 

AND 

Master Degree 
2 yeas 

experience 



Example 2: Police Department 
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An informant encrypts a message for anyone in the 
internal affairs office or anyone who is undercover and in the 
central office . 



Example 3: Technology Company 
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IT dept. 

manager 

marketing 

2 of 3 

OR 

AND 

sales 

exec. level >= 5 

OR 

hire date < 2002 



Example 4: Johns Hopkins Hospital 
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OR 

AND Doctor of patient 

Patient is minor Parent of patient 



Example 5: EMR (Electronic medical record) 
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(Visiting staff) 



Example 5: EMR (Electronic medical record) 

“Surgery” 

“VS” 

“Medicine” 

“VS” 

SK SK 

Authority 

PK 

Use MK to produce SK 



Example 5: EMR 

“Surgery” 

“VS” 

“Medicine” 

“VS” 

SK SK 

PK 



Example 5: EMR 

“Surgery” 

“VS” 

“Medicine” 

“VS” 

SK SK 



Example 5: EMR 

“Surgery” 

“VS” 

“Medicine” 

“VS” 

SK SK 



Avoid Collusion Attacks 

“Medical” 

“VS” 

“Surgery” 

“R1” 

Keys must be 
personalized 



Key Personalization 

VS 

“Surgery” 

Choose random r for each user’s all attributes 

So they can’t collude! Surgery 

“VS” 

r’ 

r’’ 



[BSW07,LW11] CIPHER-POLICY ABE 



Cipher-policy ABE 

 

• Secret keys are labeled with a set of attributes 

  

• Ciphertext is associated with access structure 
that control which user is able to decrypt the 
ciphertext. 

 

 

 

 

 

 



Setup 

• Bilinear map: e 

– e: G1× G1 -> G2 

– G1 has prime order p 

– g is a generator of G1 

 

 



Setup 

• U = {a1=child, a2=<120cm, … ,an } 

– U is the set of all attributes 

 

• H: U -> G1 

 



Setup 

• MK(master key): used to produce user’s secret key 

– Choose α, β  ∈ Zp 

– MK = (β, gα) 

 

• PK(public key): used to produce ciphertext 

– PK=(g,  gβ, e(g, g)α ) 



Encryption 

• Encrypt(M(plaintext), 𝑇(access tree), PK) 
  Choose a polynomial qx for each node:q1, q2, q3, … , q8. 
  
       degree(qx) = K(x) - 1 
       degree(q1) = 0 
       degree(q2) = 1  
       degree(q3) = 1 
       degree(q4) = 0 
                ︴ 
       degree(q8) = 0 

•   
 



Encryption 

q1(0)=s 
 

q2(0)=q1(2) q3(0)=q1(3) 

q4(0)=q2(4) q5(0)=q2(5) q6(0)=q3(6) 

q7(0)=q3(7) 

q8(0)=q3(8) 

Choose a random s ∈ Zp 
   



Encryption 

• Output 
–  T, Me(g, g)αs , C=gβs 

 

–  C4 = gq4(0) 
      ︴ 
     C8 
 
– C4’= H(child)𝑞4

(0) 
     ︴ 
    C8’ 



Key Generation 

KeyGen(  𝛾 = { “child”, “student”, “<20”  },    MK  ) 
• Choose r  ∈ Zp 

• Choose  𝑟𝑐ℎ𝑖𝑙𝑑, 𝑟𝑠𝑡𝑢𝑑𝑒𝑛𝑡, 𝑟<20   ∈ Zp 

• Output 

– D = g(α+𝑟) β  

– Dchild = g𝑟 × 𝐻(child)𝑟𝑐ℎ𝑖𝑙𝑑 

      Dstudent 

      D<20 

 

–  D’child = g𝑟𝑐ℎ𝑖𝑙𝑑 

      D’student 

                      D’<20    



Decryption 

• Cipher text C  

– T, Me(g, g)αs , C = gβs 

–  C4 = gq4(0) 

      ︴ 

     C8 

– C4’= H(child)𝑞4
(0) 

     ︴ 

    C8’ 

 

• Private Key 
• D = g(α+𝑟) β  

 
• Dchild = g𝑟 × 𝐻(child)𝑟𝑐ℎ𝑖𝑙𝑑  
    Dstudent 

    D<20 

 

• D’child = g𝑟𝑐ℎ𝑖𝑙𝑑  
    D’student 

    D’<20    

 



•  
e(Dstudent,C

6
)

e(D′
student

,C′6)
    = e(g, g)rq6

(0)  

 

 

 

 

• e(g, g)rq1(0)  = e(g, g)rs 



          Me(g, g)αs  / e(C, D)  

 = Me(g, g)αs  / e(gβs, g(α+𝑟) β ) 

          = Me(g, g)−rs 

 

 Me(g, g)−rs ∙ e g, g rs = M 



Our implementation 
(Linear Secret Sharing Scheme) 

1 1 0
0 −1 0
1 0 1
1 0 2
1 0 3

∙

𝑠
𝑟1
𝑟2

= 

𝑠 + 𝑟1
−𝑟1
𝑠 + 𝑟2
𝑠 + 2𝑟2
𝑠 + 3𝑟2

 

(for 4) 

(for 5) 

(for 6) 
(for 7) 

(for 8) 
𝑠 + 𝑟1 𝑠 + 𝑟2 𝑠 + 2𝑟2 

𝑠 

𝑠 



Continuity of Care Document:  
XML-based standard 
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• Questions? 

 

 

 

• Thank you 
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